«[{u¢poBasi rurneHa u 6e3onacHOCTH oOpameHusi B cetu MHTEepHET»

C KaXIbIM TOI0M MOJIOJIC)KHA B MHTEPHETE CTAHOBUTHCS OOJIbIIE, a IIKOJbHUKH OJHU U3
caMbIX AaKTUBHBIX Mosib30BaTeneil PyHera. Mexay TeM, HNOMHUMO OIpOMHOIO KOJIMYECTBA
BO3MOXKHOCTEH, MHTEPHET HECEeT M IpoOsieMbl. JTa MaMATKa JOJDKHA MOMOoYb TeOe 6e30macHo
HaXOJUTHCS B CETH.

Komnviomepnvie supycoi

KoMIploTepHbIi BUPYC - 3TO Pa3HOBHIHOCTb KOMIIBIOTEPHBIX IPOTPaMM, OTJIIMYUTEIIBHON
OCOOEHHOCTBIO KOTOPOM ABJIETCS CIIOCOOHOCTh K pa3MHOXKEHHIO. B 1omoiHeHHe K 3TOoMY,
BUPYCHI MOT'YT IOBPEIUTH MJIM IOJHOCTHIO YHUUTOXKUTH BCE (DAiliIbl M TaHHBIE, TOJAKOHTPOJIbHBIE
[OJIb30BATENI0, OT HMMEHM KOTOpOoro Oblda 3amylleHa 3apakEéHHas I[porpamma, a TakkKe
MOBPEINUTh WM JaK€ YHUUYTOXKHUTH ONEPALMOHHYIO CHCTEMYy cO BceMH (paiimamu B meioM. B
OOJIBIIMHCTBE CIIy4aeB pacpOCTPAHSAIOTCS BUPYChI Uepe3 HHTEPHET.

MeTopl 3a1UThl OT BPEJOHOCHBIX IIPOTrPaMM:

1. Hcnonp3yii COBpEMEHHBIE ONEPALMOHHBIE CUCTEMBI, UMEIOIINE CEPhE3HBIA YPOBEHD
3aIUTBI OT BPEAOHOCHBIX ITPOTPAMM;

2. TlocrostHHO ycraHaBnuBail maTuu (IUGPOBBIE 3aIJIATKH, KOTOPHIE aBTOMATHYECKU
YCTAQHABJIMBAIOTCS C LIEJIbI0 JOPAOOTKU IMPOrpamMMbl) M Apyrue OOHOBIIEHHS CBOEH
oTepanmoHHol cuctembl. CKauMBaidl MX TOJBKO C O(PHUIIMATBLHOTO caiiTa pa3padoTInKa
OC. Ecnu cyuiecTByeT peKuM aBTOMAaTHYECKOI0 OOHOBJICHUS, BKIIIOUH €T0;

3. Pabotail Ha cBOeM KOMIIBIOTEpE MOJ IpaBaMU I0JIb30BATENS, @ HE aIMUHUCTPATOPA.
OTO He MO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX HpPOrpaMM HHCTAJUIMPOBATHCS Ha
TBOEM IIEPCOHAIBHOM KOMITBIOTEPE;

4. Hcnonp3yil aHTUBMPYCHBIE IPOTPAMMHBIE IIPOAYKTHI U3BECTHBIX IIPOU3BOAUTENCH, €
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpanuub GpU3HUECKUI TOCTYI K KOMIBIOTEPY /ISl TOCTOPOHHUX JIHII;

6. Hcnonb3yii BHENIHNE HOCUTENN UHGOpPMAIIK, TaKie Kak (iemika, TUCK win (aidi u3
MHTEPHETA, TOJIBKO U3 NIPOBEPEHHBIX UCTOYHHUKOB;

7. He otkpbiBall KOMNbIOTEpHbIE (Daiiiibl, TMOJYyYEHHBbIE U3 HEHAAEKHBIX HCTOYHHMKOB.
Haxe Te ¢aiibl, KOoTOpble MpHUCIa] TBOH 3HAaKOMBIH. Jlydine yTOYHM y HeEro,
OTIIPABIISUI JIM OH TeOe uX.

Cemu WI-FI

Wi-Fi - 570 He BUI Iepeayuy JaHHBIX, HE TEXHOJOTHsI, a BCETO JIUIIb OpeH 1, Mapka. Ere
B 1991 rony Huzaepnanjackas kommanus 3apeructpuponana Opens «WECA», uro o6o3Hagano
cnoBocoveranue «Wireless Fidelity», kotopblii mepeBoauTes Kak «OeCpoBOAHAS TOYHOCTHY.

Jlo Hamiero BpeMeHHM Jomia Jpyras a0OpeBuarypa, KOTOpasl SIBISETCS TaKOM ke
TexHosoruei. 1o abopesuarypa «Wi-Fi». Takoe Ha3zBaHKe OBUTO JaHO C HAMEKOM Ha CTAHAapT
BBICIIHIA 3ByKOBOU TexHUKHU Hi-Fi, uTo B mepeBojie 03HaYaeT «BBICOKAs TOYHOCTHY.

Ha, GecruiaTHeli MHTEPHET-AOCTYN B Kade, OTEIsIX M a’dporopTax SBIAETCS OTIMYHON

BO3MOYKHOCTBIO BBIXOJIa B MHTEpHET. HO MHOTHE 9KCIIEpThI CYMTAIOT, 9yTO 0bIeocTymHbie Wi-Fi
CETH HE ABJIAIOTCA OE€30IIaCHBIMH.

Cogertbl 10 Oe30macHOCTH paboTe B 00me10cTymHbIX ceTsax Wi-fi:
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He nepenaBaii cBoro nuuHyro uHpopmanmio udepe3 obrienoctynusie Wi-Fi ceTw.
PaGoTtast B HHX, KeJaTelbHO HE BBOJMTH IAPOJHM JOCTYIA, JIOTUHBI M KaKHUe-TO
HOMEpa;

Hcnonp3yit 1 0OOHOBIISIH aHTUBUPYCHBIE TIPOTPaMMbI B OpaHaMaydsp. TemM caMbIM Thl
o0e3omacuiib ceds 0T 3aKaYKU BUpPYyca Ha TBOE YCTPOUCTBO;

IMpu wucnons3oBanun Wi-Fi otkmoun ¢yaknuio «OOmmii moctynm K ¢aitnam u
npunTepam». JlaHHas (QYHKIOUS 3aKpbITa [0 YMOJYAHHUIO, OJHAKO HEKOTOPHIE
M0JIb30BATEIIH AKTUBUPYIOT €€ JIJIs y100CTBa MCIIOJIb30BaHus B paboTe wim y4eoe;

He ucnons3yit myomuunsiii WI-FI m1st mepenadyn JIMYHBIX JaHHBIX, HampuMep JUis
BBIX0/Ia B COIIMAJIHHBIC CETH WJIHM B AJIEKTPOHHYIO TIOYTY;

Hcnonb3yit Tonbko 3ammiienHoe coenuHenue uepes HTTPS, a we HTTP, T.e. npu
Habope BeO-anpeca BBoan uMeHHO «https://»;

B MmoOunsHOM Tenepone orkmoun  yskumioo  «[logkmouenne k- Wi-Fi
aBTOMaTHYeCKn». He normyckaii aBTOMaTu4ecKoro MoJIKIOYCHUST YCTPOUCTBA K CETSIM
Wi-Fi 6e3 TBoero cormacusi.

COZ/;MClﬂbele cemu

CornuanbHble CeTH aKTUBHO BXOJAT B HAIlly KU3Hb, MHOTHE JIOAU pa0OTAIOT U KHUBYT TaM
noctossHHO, a B Facebook yike 3aperucrpupoBaH MuJUTHAp] YEJIOBEK, YTO SBJSICTCS OJHOU
CceIbMOM BceX JKHUTeJel miuaHeThl. MHOrMe Mojb30BaTeNid HE MOHUMAIOT, YTO HHGOpMAaLUA,
pa3MelIeHHasi MU B COIIMAIIBHBIX CETSAX, MOXKET ObITh HalJIeHa M MCIOJb30BaHA K€M YTOJIHO, B
TOM YHUCJIEe HE 0053aTeIbHO ¢ OJIarMMH HAMEPEHHUSIMH.

OCHOBHBIE COBETHI 10 O€30IAaCHOCTH B COIIMaJIbHBIX CCTAX!:

1.

Orpanuup cnucok Apy3ed. Y T1e0s B Apy3bsIX HE JOJDKHO OBbITh CIyYyalHBIX U
HE3HAaKOMBIX JIIOJEH;

3amuiiail cCBOK YacTHYIO *U3Hb. He yka3piBail maposu, TenedoHbl, ajgpeca, HaTy
TBOETO POXICHHUS W JPYryl JUYHYI0 HHGOpMAIHio. 3IO0YMBIIICHHUKH MOTYT
UCIIOJIb30BaTh Jake MH(GOpPMAIMI0O O TOM, KaK Thl M TBOM DPOJUTENU IUIAaHUPYETE
IIPOBECTU KaHUKYJIBI;

3amuinai CBOI peryTaIuio - JepKH €€ B YUCTOTE U 3a7aBail cebe BOMpOcC: XOTe Obl
Thl, YTOOBI JpYyrue MOJb30BATENM BUAEIH, UYTO Thl 3arpyxaeub? [Tomymait, mpexnae
YeM YTO-TO ONyOJIMKOBATh, HAIIUCATh U 3arpy3HTh;

Ecin TBI roBOpHUIIb € JIFOJBMHU, KOTOPBIX HE 3HACIIb, HE MCIOJIb3YH CBOE pEaIbHOE
UMS U JpYTyl JUYHYIO HH(OpMalMu: HMs, MECTO J>KUTEIbCTBA, MECTO y4yeObl U
poyee;

N36erait pazmemenus gororpaduit B UHuTepHeTe, T/1€ ThI M300paKeH Ha MECTHOCTH,
10 KOTOPOI MOXHO ONPEAEIUTh TBOE MECTOIIOJIOKEHHE;

[Tpu peructpauuy B COIUAIBHON CeTH HEOOXOAUMO HUCIIOJIb30BaTh CIOXKHbBIE MTAPOIIH,
cocroslIre u3 OykB U IU(pP U ¢ KOJTUIECTBOM 3HAKOB HE MeHee §;

Jlns conumanbHOM CeTH, MOYTHI U JPYTUX CaliTOB HEOOXOAWMO HCIOJIb30BaTh pPa3HbIE
napoinu. Torga eciau Te0st B370MAIOT, TO 3JI0YMBIIUIEHHUKH TOJIY4aT JOCTYH TOJBKO K
OJIHOMY MECTY, a HE BO BCE cpa3y.

DnekmponHvle OeHbU

SJICKTpOHHBIC JCHBI' — 3TO OYCHb y,Z[O6HBIfI CIocoo nnaTexceﬁ, OOHAaKO CYHICCTBYIOT
MOIICHHUKH, KOTOPBIC XOTAT MOJYYUTH OTU ACHBI'U.
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DJNIEKTPOHHBIE JACHBI'M MOSIBUIMCH COBCEM HEIaBHO M MMEHHO HM3-3a 3TOI'0 BO MHOTHUX
rocyiapcTBax 0 CUX IMOpP He MPOMUCAHO PO HUX B 3aKOHAX.

B Poccun sxe oHM QYHKIIMOHUPYIOT U O HUX YK€ MPOMUCAHO B 3aKOHE, /1€ UX Pa3JIeNsIOT
Ha HECKOJIBKO BUJIOB - aHOHUMHBIC U HE aHOHUMHBIE. Pa3HuIla B TOM, UTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3pellaercss MPOBOAUTH omepauuu 0e3 WACHTU(UKAIMKM TOJb30BaTeNs, a B HE
AHOHHMMHBIX UJCHTH(HUKAINH ITOJIH30BATENS ABISICTCS 00sI3aTEIILHOM.

Taxoke cienyer pasziauyaTh AJIEKTPOHHBIE (HUAaTHBIE NEHBIU (PaBHBI T'OCYAAPCTBEHHBIM
BaJIIOTaM) U AJIEKTPOHHbIE HE(PHUATHBIE IEHBI'H (HE paBHBI TOCYJapCTBEHHBIM BaJlIOTaM).

OcHOBHBIE COBETHI TI0 6€30MaCHOI paboTe ¢ IEKTPOHHBIMU JCHbI'aMH:

1. TlpuBsxu K c4yeTy MOOMJIbHBIA TeneoH. DTO caMblii YAOOHBIH M OBICTPBINA CIOCOO
BOCCTAHOBUTH JOCTYN K cueTy. [IpuBsi3aHHBIN TeneOoH MOMOXKET, eciau 3a0yAelb
CBOM IIATEKHBIN MTAPOJIb WU 3aliIe1Ib HA CAT C HE3HAKOMOI'O YCTPOMCTBA;

2. Hcnonb3yit onHopas3oBklie napoiin. [lociie nepexoa Ha yCUIIEHHYIO aBTOPU3ALUIO
Tebe y)ke He OyJeT yrpokaTh OMACHOCTh KPa)Ku WIIK TiepexBaTa IJIaTeKHOTO MapoJis;

3. Broibepu cnoxssiii mapoisib. [IpecTynmHukam OyAeT HE MPOCTO yrajaarh CIOKHBINA
naposib. HajexxHuele maposin — 3T0 maposid, KOTOphIE COepKaT He MeHee 8§ 3HaKOB U
BKIIIOYAIOT B C€OsI CTPOYHBIC U MPOMHCHBIE OYKBBI, IU(PPHI U HECKOJIHKO CUMBOJIOB,
TaKWe KaK 3HaK J1oJuiapa, GyHTa, BOCKIMIATEIbHbIN 3HaK u T.11. Hampumep, $tRONg!;;

4. He BBOJY CBOM JTUYHBIE JaHHBIE HA CaiiTax, KOTOPBIM HE IOBEPSCIIIb.

QJZQKI’I’ZPOHHCUI nouma

DJNEKTPOHHAs [10YTa — 3TO TEXHOJIOTUS U IPEJOCTABISEMBIE €10 YCIYTH IO MEPECHUIKE U
MOJIYUYEHUIO D3JIEKTPOHHBIX COOOIICHH, KOTOpPBbIE pPACIPEAETSIOTCS B KOMIIBIOTEPHOU CETH.
O6bruHO AJIEKTPOHHBIN IIOYTOBBIN SIIIAK BBITJISAIUT CJIEIYIOLUM oOpa3zom:
UMs_TOJIb30BaTesI(@KUMsL_JoMeHa. Takke Kpome Iepefadd MpoCTOro TeKCTa, HMeeTcs
BO3MOXKHOCTb NepeaaBaTh (paisibl.

OcHOBHBIE COBETHI IO O€30MaCHOM paboTe ¢ IEKTPOHHOM MOYTOM:

1. Hano BbIOpaTh NMpaBUIIBHBINA MTOYTOBBINA cepBHUC. B MHTEpHETE €CTh OIrpOMHBINH BHIOOP
OecCIUTaTHBIX MOYTOBBIX CEPBHUCOB, OJHAKO JIyYIlle JOBEPSTh TEM, KOrO 3Haellb U KTO
IIEPBBII B PEUTHUHTE;

2. He yka3bIBaii B 1MuHON noure nuuHyto nHGopmMaruio. Hampumep, sydie BoIOpaTh
«MY3bIKaJIbHBIA _(aHaT@» nin «pok2013» BMecTo «remal3y;

3. Hcnonp3yil AByX3TalHYIO aBTOPU3ALHMI0. JTO KOI'Zla IOMHUMO apoJisd HY’)KHO BBOJUTH
KOJI, TpUChIIaeMbIit 1o SMS;

4. Bpibepu crnoxHbIN mapoib. s KaX10ro HOYTOBOTO SIMKA JOJDKEH ObITh CBOM
HAJCKHBIH, YCTOWYUBBIN K B3JIOMY I1apOJIb;

5. Ecnu ecTb BO3MOKHOCTB HAIIUCATh CAMOMY CBOM JINYHBIN BOIIPOC, UCIIONIBb3YH Ty
BO3MOKHOCTB;

6. Hcrnosb3yii HECKOIBKO IOYTOBBIX SIIMKOB. IIepBBIM 111 4acTHOM IEPENUCKU C
azgpecaramMM, KOTOPBIM Thl JOBEpsACHIb. OJTO JJIEKTPOHHBIM aapec He HaJo
UCIIOJIb30BaTh MPH PErUCTpaIiy Ha popymax U cailTax;

7. He oTkpbiBaii ¢aiiiibl ¥ Ipyrue BIOKEHUS B MUCbMax J1a)Ke €CJIM OHU IMPUIIUIA OT
TBOMX Jipy3el. Jlydiie yTouHH y HUX, OTIIPABIISUIM JIU OHU TeOe 3TH (aiiibl;

8. Tlocine okoHuaHus pabOTHI HA TOYTOBOM CEpBUCE MEPE]] 3aKPHITUEM BKIIAJIKU C
caiiToM He 3a0y/b HaKaTh Ha «BBIATHY.
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Kubepbynnune unu eupmyanvnoe uzoesamenbcmeo

KubepOymauar — mpecieioBaHHe COOOIICHHUSIMH, COJEPKAIIUMH  OCKOpPOJICHHS,
arpeccuio, 3anyruBaHue; XYJIUTAHCTBO; COLMATbHOEC OOWKOTHPOBAHHE C MOMOIIBI0 PA3THYHBIX
UHTEPHET-CEPBUCOB.

OCHOBHBIE COBETHI 110 OOPKOE C KHOEPOYILTUHTOM:

1. He Opocaiics B 60ii. Jlyummuii cmoco0: mocoBeToBaTbcs Kak ceOsi BECTH M, €CIIA HET
TOr0o, K KOMy MOXXHO OOpaTHTbCs, TO BHayaje YCHOKOMTbcA. Eciu Thl HauHellb
0TBEYaTh OCKOPOJCHUSMH Ha OCKOPOJEHHSA, TO TOJBKO €IIe OOJbIe pa30kKellb
KOH(JIUKT;

2. VYupasisii cBoel kubeppenyTaiuei;

3. AHOHMMHOCTb B ceTd MHUMasl. CyIlIecTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOMT 32
AQHOHMMHBIM aKKayHTOM;

4. He cTouTt BecTH XyauraHckuil oopa3 BUpTyainbHOH ku3Hu. HTepHeT ukcupyer Bce
TBOU JICHCTBUS U COXPAHACT UX. Y NANUTh UX OyAET KpailHe 3aTpyIHUTEIBHO;

5. Coburoaail cBoil BUPTYalIbHYIO YECTh CMOJIOAY;

6. Urnopupy# enuHu4yHbIA Heratus. OAHOpa30Bble OCKOPOUTEIBHBIE COOOIIEHNS TyYIlle
UTrHOpUpOBaTh. OOBIYHO arpeccus NpeKpalaeTcs Ha Ha4yaabHOU CTa UM,

7. ban arpeccopa. B nporpammax oOMeHa MIHOBEHHBIMU COOOILEHUSIMU, B COLIUAJIbHBIX
CeTAX €CTh BO3MOXXHOCTb OJIOKMPOBKH OTIPABKU COOOIIEHUI € OIpeaesneHHbIX
aJIpecoB;

8. Ecuu TbI cBUzIETENs KNOEPOYIMHTa. TBOU AEHCTBUS: BBICTYIIUTh MPOTUB
IpecieioBaTens, IO0Ka3aTb €My, YTO €ro JCHCTBUS OLIEHHWBAIOTCS HEraTHBHO,
HOJ/Iep)KaTh JKEPTBY, KOTOPOM HYXKHA IICHUXOJOTMYECKas IOMOIlb, COOOIINUTh
B3pOCJIBIM O (paKTe arpeCCUBHOIO MOBE/IECHUS B CETH.

Mobunvubiit meneghon

CoBpemenHble cMapTQOHBI M TIUIAHIIETH COJEpKaT B cebe BIOJHE B3POCIBIA
(GYHKIMOHAJ, ¥ TeTIEpb OHU MOTYT KOHKYPHUPOBATh CO CTAllUOHAPHBIMU KoMMbIoTepaMu. OIHAKO,
CPEICTB 3alIUThl NI MOAOOHBIX YCTPOMCTB TMOKAa OYEeHb Majo. TecTHUpOBaHHE U IOHCK
yS3BUMOCTEN B HUX MPOUCXOJIUT HE Tak MHTEHCHMBHO, Kak s 1K, To ke camoe kacaercs u
MOOUITBHBIX MPUIIOKEHHH.

CoBpemeHHbIE MOOMIIbHBIE Opay3ephl y)Ke MPAaKTHUECKHU JOTHAIH HACTOJbHBIE aHAllOTH,
OJIHAKO pacuIupeHue (QyHKIMOHATA BJIEUYET 3a COOOW OOJIBIIYIO CIOKHOCTh U MEHBIIYIO
3aIUIIEHHOCTb.

Z[aJ'IGKO HC BCC IMPOU3BOAUTCIIN BBIITYCKAIOT O6HOBJ'ICHI/I$[, 3aKpPbIBAIOIINC KPUTHUYICCKHUC
YA3BUMOCTHU I CBOUX YCTpOﬁCTB.

OcHOBHBIE COBETHI 1151 0€30aCHOCTH MOOMIIBHOTO TenedoHa:

1. Huyero He sBisieTcs Mmo-HacToseMy OecrulaTHBIM. bynb ocTopokeH, BeAb Korjaa
Tebe mpeiaraloT OecIIaTHbI KOHTEHT, B HEM MOTYT OBITh CKPBITBI KaKHE-TO
IUTaTHBIE YCIIYTH;

2. Jymaii, npexse ueM otnpaButbh SMS, ¢oto umu Buaeo. Thl TOUHO 3HaEIIb, II€ OHU

OyIyT B KOHEUHOM UTOTEe?

Heo6x0a1Mo 06HOBIATE ONEPATMOHHYIO CUCTEMY TBOETO CMapT(OHa;

Hcnonp3yit aHTUBHPYCHBIE POTPaMMBbl JJ11 MOOUJIBHBIX TeJE(OHOB;

5. He 3arpy»ail npuaoXeHus: OT HEU3BECTHOTO NCTOYHUKA, BEb OHU MOTYT COJIEP/KATh

> w
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BPCAOHOCHOC NPOTrpaMMHOC O6CCHC‘{CHI/IC;

6. Ilocie Toro kak Thl BBIMJCIIL C CaiiTa, I7ie BBOAWJ JIMYHYIO MH(POPMALIUIO, 3aliIH B
HACTPOKHK Opay3epa u yaanu COOKIes;

7. llepuonuuecku NpoBepsii KaKue IUIATHBIC YCIYTH aKTUBUPOBAHbI HA TBOEM HOMEPE;

8. /laBaii cBOl HOMEp MOOMJIBHOIO Tele(OHA TOJIBKO JIIOJAM, KOTOPBIX Thl 3HAEUIb U
KOMY J10BEps€Ilb;

9. Bluetooth nmomkeH OBITH BBIKIIIOYEH, KOTAa Thl UM HE TOJb3yemibcs. He 3a0biBaii
MHOT A IPOBEPATH ITO.

Online uepuot

CoBpeMEHHbBIE OHJIAWH-UTPBl - 3TO KPAacOYHBbIC, 3aXBaTbIBAIOIIME PAa3BICYCHUS,
00BEAMHSIONINE COTHU THICSY YEJIOBEK IO BceMy Mupy. Urpoku uccienyroT JaHHBIA UM MUD,
00IIat0TCs APYT € APYroOM, BBIIOJIHAIOT 33aHUs, CPAKAIOTCSI C MOHCTPAMU U MOJIy4aroT OIBIT. 3a
yIIOBOJIBCTBHE OHU IJIATAT: MOKYIMAIOT JUCK, OTUIAYMBAIOT AOOHEMEHT WJIM MPUOOPETaI0T KaKue-
TO OIILIMH.

Bce atu cpenctBa uayT Ha TOANEpKAHUE M pa3BUTHE WIPhL, a TakkKe Ha caMy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CHCTEMbI aBTOPU3AIIMHU, BBIITYCKAIOTCSI HOBBIC TTATYH
(undpoBbIe 3aMIaTKU AJIS IPOTPaMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[O6HBIX HUrpax CTOUT OIIaCaTbCsA HE CTOJIBKO CBOMX COIICPHHMKOB, CKOJIBKO KpaXXu
TBOCTO I1apOJIsd, Ha KOTOPOM OCHOBaHa CHUCTEMaA aBTOPHU3alINH OOJIBIIINHCTBA Hrp.

OCHOBHBIE COBETBI 110 O€30IIACHOCTH TBOETO UTPOBOT'0 AKKAYHTA:

1. Ecmm apyroit urpok BeneT ceOs MI0X0 UM CO3JaeT Tede HEMPUATHOCTH, 3a0I0KUpYH
€ro B CIIUCKE UTPOKOB;

2. lloxamyiics aAMMHUCTpATOpaM WIPbl Ha IIJIOXOE€ IOBEIECHHE JOTOr0 WIPOKA,

JKEJIaTEeNIbHO MTPUIIOKUTD KAKUE-TO JI0KA3aTENIbCTBA B BUJE CKPUHOB;

He yka3zpiBaii 1MuHyro nHGOpManuio B npodaiine urpsr,

VBakail Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii HeouIMaabHble MATYU U MOJBI;

Hcrnonb3yil CII0KHBIE U pa3HbIE TAPOJIH;

Jaxe BO BpeMs UIpbl HE CTOMT OTKJIKOYaTh aHTUBUpPYC. [Ioka TeI urpaems, TBOU

KOMIIBIOTEP MOT'YT 3apa3uTh.

No aks~w

Duwuune unu Kpaosica TU4HblX OaHHbBIX

OOBIYHOM Kpaxceﬁ ACHCT W AOKYMCHTOB CCroAHs YK€ HHKOI0O HE YyAWBUIIL, HO C
Pa3sBUTUEM I/IHTepHeT-TeXHOHOFI/Iﬁ 3JIOYMBIIJICHHUKN  NCPEMCCTUIIMCL B HUHTCPHET, H
MpOoaOIKAOT 3aHUMATHCA «TFOOUMBIM) JCIIOM.

Tak mosiBUIIach HOBas yrpo3a: MHTEPHET-MOIICHHUYECTBA WM (DUIIMHT, TJIaBHAS IICJb
KOTOPOT'O COCTOWUT B TMOJYYEHUH KOH(HICHIMATbHBIX JaHHBIX MOJh30BATEIIEH — JIOTHHOB U
napouieii. Ha anrmuiickom si3bike phishing unraercs kak ¢ummnr (ot fishing — peioHas noss,
password — mapouis).

OcHOBHBIE COBETHI IO 60pHOE ¢ HUITMHTOM:
1. Cnemm 3a cBOoMM akkayHTOM. Ecim ThI Tomo3peBaemib, 4TO TBOS aHKETa ObLIa
B3JIOMaHa, TO He00X0AUMO 3a0JI0KHPOBATh €€ U COOOIUTh aIMUHUCTPATOpaM pecypca
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00 ATOM KaK MOXHO CKOpee;

2. Hcnonp3yii 6e30macHbIe BeO-CalThl, B TOM YHCJIE, MHTEPHET-Mara3uHoOB U TTIOMCKOBBIX
CHUCTEM;

3. Hcnonp3yii cinoxHble U pa3Hble maponu. Takum obpa3zom, ecinu TeOsi B3JIOMAIOT, TO
3JIOYMBIIIJICHHUKH TTOTYYaT JAOCTYI TOJIBKO K OJJHOMY TBOEMY MPO(UIIIO B CETH, a HE
KO BCEM;

4. Ecmu Tebst B310MaIH, TO HEOOXOAUMO PEIYIPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOPBIS
no0aBJieHbl Yy Te0sl B IPY3bsiX, O TOM, YTO T€OS B3JIOMAajd U, BO3MOXHO, OT TBOETO
UMEHU OyZIeT pacChUIaThCs CIIaM M CCHUIKHM Ha (DUITUHTOBBIC CANTHI;

5. VYcranosu HagexHbIi maposb (PIN) Ha MOOHIBHBIN TenedOH;

OTKIIIOYN COXpaHEHUe Maposist B Opaysepe;

7. He otkpsiBaii (haiiiibl U Apyrue BIOKEHHsS B MUCbMaX Jake €CIM OHHW MPUIUIA OT
TBOUX Jpy3el. Jlydle yTouHu y HUX, OTIPABIISUIN JIU OHU TeOe 3TU (haiiibl.

o

Lugposas penymayus

Mudposas penyranus - 3TO HEraTUBHAs WM MO3UTHUBHas MHQOpMaLuUs B ceTu O Tede.
Kommpomerupyromas: napopMarusi, pasMenieHHass B MHTEPHETE, MOXKET CEepPhe3HBIM 00pa3zoMm
OTpa3uTbcs Ha TBOEH peanbHOM xu3HU. «l{udpoBas pemyrauus» - 3T0 TBOH UMHJIK, KOTOPBIH
dopmupyercst u3 nHpopmamu o Tede B MHTEPHETE.

TBoe MecTo XuTEIbCTBA, YueObl, TBOE (PHHAHCOBOE MOJI0KEHHE, OCOOCHHOCTH XapaKkTepa
U paccKa3bl O OJM3KUX - BCE 9TO HAKAIUINBACTCS B CETH.

MHorue nmoJpoCTKH JIETKOMBICIIEHHO OTHOCSTCS K MyOJMKalWW JUYHON HH(pOpMAIUU B
WNuTtepHeTe, HEe MOHKMMAsE BO3MOXHBIX MOCIEACTBUN. ThI Jaxke HE CMOXKEIIb JOTaIaThCA O TOM,
yto dotorpadus, pa3melieHHas 5 JeT Ha3a/l, cTajla MPUYNHON 0TKa3a MPUHATH Te0s Ha paboTy.

KommMmenTapuu, pa3menienue TBoux gororpaduii 1 Ipyrue 1eiCTBUS MOT'YT HE UCUE3HYTh
Jla’ke Mocje TOro, Kak Thl UX yJalulllb. Thl HE 3Haelllb, KTO COXPaHWJ 3Ty HH(POPMALUIO, Momnajia
JUM OHa B IIOMCKOBBIE CHCTEMbl M COXpAaHWJIACh JM OHA, a IJIaBHOE: YTO MOJIyMalT O Tebe
OKpY’Karollee JIIoJ1, KOTOpble HailayT u yBUIAT 3To. HaliTH mHpoOpManuio MHOIO JIeT CIYyCTs
CMOJXET JI000H - Kak W3 J0OpbIX MOOYXKJIEHUHM, TaK U C HAMEPEHHEM NPUYUHUTH Bpel. JTO
MOKET OBITh KTO YTOJIHO.

OcHOBHBIE COBETHI MO 3aIuTe HU(POBOI penyTanuu:

1. Tlomymaii, mpexnae yemM 4TO-TO NMyOJIMKOBaTh M IepenaBaTh y cebs B Oiore uiu B
COIIMAILHOM CETH;

2. B HacTpoiikax npoduis ycTaHOBU OIpaHUYEHHUS Ha IPOCMOTP TBOETO MPOMUIIS U €ro
COZIEPKUMOT O, CHIEIIall €ro TOJIBKO «JIUIS APY3€en»;

3. He pa3memait u He yka3biBail HH(pOpMAIHIO, KOTOPasi MOXKET KOro-IM00 OCKOPOIISThH
WU OOMKATh.

Aemopckoe npago
CoBpeMeHHbIEe IIKOJIBHUKU- aKTUBHBIE M0JIb30BaTeN M (poBoro npocrpancTsa. OgHaKo
JTAJIEKO HE BCE 3HAIOT, YTO IOJIb30BAaHHE MHOTUMH BO3MOXKHOCTSIMHU LM(poBoro mupa Tpedyer

coOI0IeHHSI TTPaB Ha MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMI/IH UHTCJIJICKTYaJIbHasd COOCTBEHHOCTE» OTHOCHTCI K Pa3IMUHBIM TBOPCHUAM
YCJIOBCYCCKOI0 yma, Ha4YrMHasA ¢ HOBBIX H306pCTCHHﬁ M 3HAKOB, 0603Haqa10m1/1x COOCTBEHHOCTH
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Ha TpPOAYKTBl M YCIYyIHM, W 3aKaH4YMBas KHUTaMH, (oTorpapusmMu, KUHOQWIBMaMHU U
MY3bIKaJIbHBIMU TIPOU3BEACHUSIMH.

ABTOpCKHE TpaBa - 3TO NpaBa Ha WHTEIUIEKTYaJbHYI0 COOCTBEHHOCTh HA MPOM3BEICHUS
HAYKH, JIUTEPATyPhl U UCKYCCTBAa. ABTOPCKHE IPaBa BHICTYMAIOT B KAYECTBE FapaHTHUU TOTO, YTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUI TPy aBTOpa HE OyAeT HampacHBbIM, JAaCT €My CIpaBEeIIHBBIC
BO3MOXKHOCTH 3apa0boTaTh Ha pe3yibTaTax CBOETO TPY/a, MOJYYUTh M3BECTHOCTh W NMPU3HAHUE.
Huxkro 0e3 pa3pemienus aBropa He MOKET BOCIIPOU3BOIUTH €TO MPOU3BEACHHUE, PACIIPOCTPAHSTD,
nyOJMYHO JEMOHCTPUPOBATH, IPOAABATh, HMIIOPTHUPOBATH, IyCKaTh B IIPOKAT, ITyOINYHO
UCTIOJIHATH, IOKA3bIBATH/UCHIOIHATH B A(Hpe Wi pazmemiaTs B IHTepHeTe.

Mcnonp30BaHue «ITUPATCKOT0» MPOrPAMMHOTO 00€CTIeUeHHsI MOXKET MPUBECTH K MHOTHM
pHCKaM: OT HOTEpPHU JAHHBIX K TBOMM aKKayHTaM J0 OJIOKMPOBKHM TBOEr0 YCTPOMCTBa, I
YCTAHOBJICHHBII HE JieraibHas mporpamMma. He crout Tarke 3a0bIBaTh, YTO CYIIECTBYET
JerajibHble U OecIIaTHbIE IPOrpaMMBbl, KOTOPbIE MOXKHO HAWTH B CETH.



